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Tom tit: Mot trong nhitng khia canh quan trong ciia nguoi ding mang \nternet ngay nay
do la viéc bao mat, quan tri tai khoan ca nhdn cua minh. Single Sign On (SSO) la mot
phwong phdp kiém sodt truy cdp cho phép nguwoi ding xdc thwc mét lan va dwoc truy
cdp vao cdc tai nguyén ciua nhiéu phan mém hé thong. Bai tham ludn ndy chi ra rdang
SSO la mét trong nhitng gidi phdp ding nhdp mét lan mang dén sw thudn tién, hiéu qud
cho nguoi diung khi dd dwoc minh chitng béi nhiéu thiong hiéu I6n trén thé gidi.
Tir khéa: Thu vién so; Pdang nhdp mét lan;, Xdc thue tai khodn;, Bdo mdt théng tin
MO PAU

Trong thoi dai phdt trién manh m& cta hé théng mang may tinh nhu hién nay, Xxu
hudng cac dich vu ctng nhau chia sé dir lidu ngudi ding dang 12 huéng phat trién chung
ctia cong nghé thong tin, mot ngudi ding phai quan 1y rat nhidu tai khoan, mat khau cho
cac dich vu, tng dung ma ho tham gia. Khi ngudi st dung phai luu trir qua nhiéu cac
thong tin bi mét nhu trén s& dan dén nhiing vin dé nhu khong dam béo tinh an ninh, an
toan va tang thém nhitng chi phi khic. Do vdy nhu cau dang nhap mot lan — Single Sign
On (SSO) cho cac tmg dung va dich vu nay 1a rat cap thiét. Co ché SSO dam bao cho
ngudi ding hop phdp co thé truy nhap vao rat nhidu nhitng dich vu khac nhau trén hé
thong mang phan tan nhung chi phai s dung mot tai khoan duy nhat. Nguoi st dung chi
can ding ky va dang nhap duy nhit mot 1an vao hé thong, khi d6 trong phién 1am viéc cua
minh ho c6 thé truy cép ngay lap tic vao céc dich wu lién két ctia hé théng phan tan ma
khong phai ding ky thém dinh danh va thong qua qué trinh ding nhap 1an nita. Hién nay
c6 nhiéu phuong phép khac nhau duoc dua ra nhdm muc dich tmg dung co ché nay, nhung
trén cac thir nghiém thuc té hau hét cac phuong phép d6 déu khong ngin chin dugc cac
tan cong mot cach cé chi ¥ tir bén ngoai. Mot sé phuong phap co6 kém theo co ché dong
bo thoi gian dé loai bo cac truy nhap trai phép, nhung didu d6 dan dén viéc tang chi phi
tinh toan. Vo1 qui mo va tam voc ctiia mot thu vién dai hoc 16n sép tron tudi 20, Trung tam
Thong tin — thu vién, PHQGHN di di tién phong trong viéc trién khai giai phap SSO gitup
ngudi st dung chi can ding mot tai khoan va mat khau SSO duy nhét c6 thé sir dung duoc
tat ca cac ung dung tin cdy. Single Sign On di dugc nhiéu to chirc, cong ty trén thé gidi
nghién ctru va phét trién, tuy nhién tai Viét Nam ddy van 1a linh vuc con kha méi.

“Phong Quan tri Cong nghé thong tin, Trung tm Thong tin — Thu vién, Pai hoc Qubc gia Ha Noi



1. Giéi thi¢u Single Sign On

SSO 1a mot co ché xac thue yéu cau ngudi dung ding nhdp vao chi mot lan voi mot tai
khoan va mat khau dé truy cdp vao nhiéu ung dung trong mdt phién lam viéc (session).
Trudc khi c6 SSO, mot ngudi sur dung dd phai nhap cac tai khoan va mat khau cho tung
g dung mdi khi ho ding nhdp vao cac ung dung khac nhau hodc cac hé thong trong cing
mot phién. Piéu ndy 1o rang cé thé tén nhiéu thoi gian, dic biét 1a trong méi truong thong
tin da phuong tién nhu hién nay, khi ma ngudi sir dung phai dang nhap mdi khi ho truy
cap vao mot hé théng méi tir may tinh cta ho. Do VAy, voi hé thong cé nhidu website va
ung dung thi vi¢c s dung SSO la rat can thiét nhdm dem lai nhiéu thuan tién cho nguoi
dung va tang tinh nang bao mat.

Vi du: nguoi dung st dung cac dich wu ctia google: gmail, scholar, youtube, google
plus, drive... khi chua c¢6 SSO thi v6i mdi dich vu ta phai nhap thong tin dé xac thyc. Véi
SSO nguoi ding chi can sir dung mot email duy nhit cua google dé c6 thé dang nhap va
khai thac st dung tat ca cac dich vu va ung dung cua google. Piéu do thuc su mang lai sy
thuan tién va tiét kiém thoi gian cho nguoi dung tin, khi khong phai diang ki bat ki tai
khoan nao khac nira.

Specialized Search

Scholar
Search scholarly papers

Custom Search
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Mot s6 ung dung va dich vu ciia Google
Dang nhdp 1a qué trinh nguoi dung st dung dinh danh va céc thong tin bi mat khac
thiét lap mot két ndi bao mat v4i hé théng, dinh danh va céic thong tin bi mat ctia nguoi
ding d3 dugc nguoi ding ding ky tir trude voi hé thong. Qua trinh ngudi ding dang nhép
bao gdm hai budc xac thyc va Gy quyén, trong do:



Xac thuc (Authentication): Kiém tra mot nguoi ding c6 hop Ié hay khong thong qua cac
phuong thirc x4c thuc cua hé thong. Xac thuc dugc coi 1a cbt 161 ciia qua trinh  ding nhap
trong mot hé thong thong tin. Chung ta c6 thé sir dung cac phuong phap xac thuc nhu:
username, password, thé thong minh, hay ding sinh trac hoc...
Uy quyén (Authorization): La quéa trinh kiém ching mot nguoi dung dd duoc xac thyc
cd du quyén truy cdp vao tai nguyén ma ngudi ding yéu cau hay khong. Tai nguyén yéu
cau c6 thé phu thudc vao chinh sach tén mién (cép quyén theo tén mién) hoic mdt chinh
sach dic biét nao d6 (vi du cip quyén theo cép).

SSO chi dugc trién khai sau khi ¢ xay dung dugc hé thong xac thuc va phan quyén.
SSO ¢6 nhiém vu cung cép cho nguoi ding quyén truy cdp nhiéu tai nguyén web, céc ung
dung trong pham vi cho phép chi v6i mot 1an dang nhap (xac thyc).

2. Ciac giai phap ding nhiap mot 1an

Hién nay c6 kha nhiéu giai phap SSO duoc gidi thiéu va dua vao sir dung trén thuc té:

e Open Single SignOn (OpenSSO) hoat dong dua trén Token.

e Central Authentication Service (CAS)

e Tiwvoli Access Manager for Enterprise Single SignOn.

e Java Open SSO (JOSSO)

Tai Trung tam TT-TV, DPHQGHN hé théng xac thuc truy nhap mot lan dugc trién khai
ung dung theo mo hinh Central Authentication Service (CAS). CAS la mét giai phap SSO
mi ngudn mé duoc phét trién boi dai hoc Yale, v6i cac tinh ning nhu sau:

- CAS hd tro nhiéu thu vién phia may khach dugc viét bai nhiéu ngon ngir: PHP, Java,
PL/SQL. N6 lay thong tin SSO thong qua cookie. Cookie ndy s& bi huy khi ngudi ding
dang xuit khoi CAS hodc dong trinh duyét. Cookie duoc sinh ra boi CAS, con duoc goi 1a
Ticket Granting Cookie (TGC) chira mot ID duy nhat.

- CAS cung cip nhiéu trinh quan 1y x4c thuc (authenticate handler) khic nhau. CAS
xac thyc nhiéu loai thong tin ngudi ding nhu tén truy cap/mat khau, ching chi khoa cong
khai X5009.... dé xac thuc nhiing thong tin ngudi dung khac nhau nay, CAS sir dung nhiing
trinh quan 1y xac thyc tuong ng.

- CAS cung cép tinh ning “Remember me”. Ngudi phat trién c6 thé cdu hinh tinh ning
ndy trong nhiéu file cdu hinh khic nhau va khi ngudi ding chon ‘Remember me” trén
khung dang nhap, thi théng tin diang nhap s& duoc ghi nhd voi thoi gian dugc cau hinh.
Khi nguodi ding mé trinh duyét thi CAS s& chuyén dén service URL tuong tmg ma khong
can hién thj khung dang nhap.

Nguyén tic ching thuc ngudi dung voi may chiu CAS hoat dong nhu sau:

- Nguoi ding nhap tén truy cap/mat khau vao khung diang nhép. Cac thong tin nay
duoc truyén cho CAS may chu thong qua giao thic HTTPS.

- Xac thuc thanh cong, TGC dugc sinh ra va thém vao trinh duyét dudi hinh thac la
cookie. TGC nay s€& dugc str dung dé dang nhap voi tat ca céc ung dung.
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Hé théng dang nhap mot lan thudng gap cac van dé vé bao mat nhu sau:

- Van dé& mat khau yéu: Str dung mat khau 1a phuong phapxac thuc duoc ding phd bién
nhat hién nay. Mat khau c6 thé duoc st dung nhiéu lan va khong duogc thay d6i trong thoi
gian dai dé truy cdp vao cac Gng dung 1a vin dé thuong gap. Mot phuong phap thong
thuong dung dé tin cong cac mat khau yéu 1a doan mat khau bang cach sir dung phuong
phép tan cong tir dién. Chung ta c6 thé khac phuc vin dé nay bang céch thiét 1ap cac chinh
sach mat khau manh.

- ViAn dé vé hinh thic dang nhap: Nha cung cap dich wu tich hop mau ding nhap danh
cho nguoi dung vao trong mot trang ndidung ctiia minh, va trong qua trinh dang nhap
thong tin ctia ngudi dung s& duoc gui tro lai cho nha cung cap dich vu dé xac thuc, néu céc
thong tin nay khong dugc mi hoa s& dian dén van dé 16 dinh danh ngudi ding. Bén canh d6
néu cac hé mi hoa duoc sur dung khong dam bao an toan thi ciing ¢6 thé dan dén cac nguy
co 16 thong tin vé ngudi dung.

3. Uu khuyét diém ciia co ché diang nhap mét 1an
3.1. Uu diém

e Tiét kiém thoi gian cho ngudi sur dung trong viée ding nhdp vao nhiéu dich wu duoc
cung cap trén cac nén tang khic nhau cua hé thong phéan tan.

e Tang cuong kha ning bao mat thong qua viéc giup ngudi sir dung khong can nhé nhiéu
thong tin dang nhap (dinh danh va mat khau).

e Giup cho ngudi quan tri hé thong tiét kiém thoi gian trong viéc tao 1ap hay loai bo
ngudi ding trén hé thong, ciing nhu thay d6i quyén ciia mot hay mot nhom ngudi ding
nao do.

e Tiét kiém thoi gian khi tai 14p lai mat khdu cho nguoi ding.

e Bao mat céc cip do cua viéc thoat hay truy xuat hé thong.

e Nguoi phét trién ung dung khong can thiét phai hiéu va thuc hién nhan dang bao mat
trong @ng dung cua ho, diéu ho can lam 1a lién két dén mot may chi dinh danh da



duoc bao dam, viéc nay gitip nhimg nguoi ding cua ho cé thé truy cap vao cac dich wu
khéc ciing lién két dén may cha d6 nhu ho.

e Tao nén su dong bd gitta cac dich vy va Gng dung trong cung mot hé thong thong tin
phuc vu nguoi dung.

3.2. Khuyét diém

e Doi hoi co so ha tang cua toan bo hé thong phai bao dam.

e Do nhiéu domain cung sir dung chung co sé dit liéu nguodi dung nén viéc xéc thuc khi
nguoi ding dang ky voi hé thdng phai chat chg, néu khong sé& rat dé vi pham viéc dam
bao an ninh cho hé théng.

e Cin c6 co ché xac thuc dam bao khi truyén cac thong tin dinh danh nguoi dung giita
nguol st dung Vi cac may chu dich vu khac nhau.

e Chi phi dé trién khai hé théng SSO la rat tén kém, ca v& phan mém, phan cung Ian
ngudn nhan luc, can phai co su tinh toan can than trude khi trién khai.

I

. Ung dung thuc té tai Trung tam TT — TV

Trung tAm Thong tin — Thu vién 13 mot don vi truc thudc Pai hoc Qubc gia Ha Noi
(PHQGHN), dugc giao nhiém wvu dam bao tai nguyén thong tin khoa hoc va cong nghé
chat luong cao, phuc vu doi ngii can bo, giang vién, nha nghién ctru va ngudi hoc trong va
ngoai PHQGHN. Chinh vi vay, Trung tim ciing biét rang trach nhiém cta minh 1a tao su
thuan tién, tiét kiém thoi gian, bao mat dir liéu tai khoan, tao nén su ddng bo, khién cho
nguoi dung khai thac thong tin ¢6 cam gidc an tim, thoai mai nhat. Cung Véi viéc khai
truong trang website m&i vao dau nim 2016, hé théng ding nhap mot lan duoc trién khai
tich hop cung voi cac (ng dung va dich vu cta Trung tam Thong tin — Thu vién. Hé thong
dad mang lai sy nhat quan gitta cac dich vu va ung dung trong ctng mot hé théng cua
Trung tdm. Nguoi dung tin tir 6 ciing cam thiy an tam, thuan tién hon khi tai khoan cua
ho dugc thong nhat trong khi sir dung ctng mét lic cac dich wu, ung dung khac nhau cua
Thu vién.

Giao dién SSO cua Trung tam TT — TV ra mat di duoc danh gia rat cao V@ tinh
chuyén nghiép, thé hién su tién phong voi tu cach 1a mot don vi di dau vé viéc ap dung céc
co s& cong nghé thong tin hién dai nhat, theo xu huéng méi nhat.
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Vi Iy do bdo méat, hdy Bang xuét va Thoat
(tdt) hoan toan trinh duyét cda ban, chi khi

d6 ban méi thoat tat ca cac dich vu yéu ciu
Xac thuc!

Giao di¢n dang nhap mot lan ciia Trung tam TT - TV

Giao dién dang nhap SSO cua Thu vién ciing chinh 1a cong thong tin dang nhap chung
ctia hau hét cac dich vu va ang dung ma Thu vién tich hop. Cac cong thong tin chinh cua
Trung tAm bao gdm:

e LIC (Library and Information Center): http://lic.vnu.edu.vn/
e URD2 (Unified Resource Discovery and Delivery): http://find.lic.vnu.edu.vn/
e DLIB (Digital Library): http://dlib.vnu.edu.vn/

Viéc trién khai hé théng dang nhap mot land3 tao ra budc ngoit nang Trung tam TT — TV
1én mot tAm voc moi. bay la budc tién thuc su mang tinh cach mang, tao nén cai nhin
hoan toan méi V& thu vién cia Pai hoc Qubc gia Ha Noi. Diéu d6 thé hién ¢ su chuyén
bién vé sé luong truy cap céc site thanh vién cua Trung tam.

Vi du vé lugng truy cdp ctiaDich vu Phat hién Tai nguyén hoc tap va Nghién ctru Thng
nhatURD?2: http://find.lic.vhu.edu.vn/
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Biéu do truy cdp URD2 nim 2016

Sy tang trudng manh m& cua URD2 thé hién su quan tdm ngudi ding tin khi ho ¢6 nhu
cau khai thac thong tin, mot phan vi su théng nhét tai khoan ngudi ding giira cac dich wu
va tng dung cua thu vién. Nguoi dung tin s€ cam thay thuan tién hon thi khong phai quan
tdm viéc bao mat thong tin ciing nhu luu nhé nhiéu tai khoan khac nhau. Piéu nay rat
duoc luu tam trong thoi dai cong nghé thong tin, dic biét d6i v6i nhimg nguoi khai thac
thong tin chuyén séu nhu céc gidng vién, cdc nha khoa hoc...

Dudi day 1a mé hinh don gian cua giai phap SSO sau khi dwoc trién khai tai Trung
tam TT — TV:
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So do gidi phdp SSO tai thw vién

Nguoi dung khi dang nhap cac dich wu cta thu vién, thi tai khoan cia nguoi dung trude do
da duoc ghi nhan tai LDAP (Lightweight Directory Access Protocol -giao thic truy cap
nhanh cac dich vu thu muc), sau khi LDAP xac thuc tai khoan thi lac d6 SSO sé& cho phép
nguoi ding ding nhap thanh cong va bat dau sir dung cac dich vu va tng dung.

KET LUAN



Véi trai nghiém ca nhan cua tac gia, du giai phap SSO c6 kha ndng ting cuong bao mat
thong tin tai khoan cho nguoi ding, tuy nhién hién nay c6 rat nhiéu nguy co tiém anngudi
ding bi tdn cong tir bén ngoai ddi voi hé thdng mang. Tuy vay, trong két qua khao sat chat
lwong phuc vu thu vién 2016, c6 dén hon 80% trong tong s6 gan 2000 phiéu bau chon da
dong ¥ voi quan diém website ctia thu vién d& khai thac va cac phan mém tra ctu tai lidu
dé sir dung. Piéu d6 chung to giai phap SSO gop phan khong nhéd gitp ich cho viéc tra
cuu, khai thac thong tin trén website cua thu vién dugc nhanh hon, an toan hon, hiéu qua
hon.

Du cho co ché dang nhap mot 1an vin con nhitng han ché nhung khong thé phu nhan d6
chinh 14 gidi phap cong nghé¢ thong tin mang tinh thoi dai, tuong lai. Trung tdm Thong tin
— Thu vién trong nam 2016 v6i trach nhiém 1 dau tau vé khai pha, luu trir thong tin da c6
nhiing budc tién vuot bac, dic biét 1a trién khai nhiing Ung dung mang tinh budc ngoat,
giai phap SSO 1a mot chung minh.
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